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Training and Development
Our course offerings include:

Risk Management &
Business Continuity

Fundamentals of
Risk Management
Contracts and Insurable Risks

International Consortium
for Organisational
Resilience
Implementing ISO 22301
Training Course and
Certification Exam

Business Continuity
Institute Professional
Practices Training
CBCI Certification Course
Based on Good Practice Guidelines
Introduction to Business Continuity

Managing Fraud, Corruption
and Misconduct Risks

ISO 22301 Lead Auditor Training
Course and
ANSI Accredited Exam

Project Risk Management

ISO 22301 Assessor

Introduction to Organisational
Resilience

Procurement Risk

Crisis Communication Planner
(with ANSI Accredited exam)

Incident Response and
Crisis Management

Strategic Risk Management

Embedding Business Continuity

Event Risk Management

Designing Business
Continuity Solutions

Fundamentals of Business
Continuity Management

Business Impact Analysis

Exercising and Testing
Business Continuity Plans

Developing and Managing
The Business Continuity Plan
Designing and Delivering
Effective Exercises
Validating Your
BCM Programme
Supply Chain Resilience
Policy and Programme
Management Training Course

ALERT + INFORM + ENABLE

About Riskwest
Riskwest is a specialist management consulting firm providing advisory
services in risk management and business continuity to a broad range
of corporate, government and community service organisations in
Australia and across Asia. The Riskwest team have extensive experience
in leadership roles. We work with your organisation to ensure high
quality outcomes for your business and use an approach which is
designed specifically to meet each individual client’s needs.
Our services are supplemented by a comprehensive selection of high-quality training
programmemes in risk management and business continuity that are developed and
delivered by practitioners with extensive hands-on experience across sectors, including
financial services, mining, oil and gas, petrochemicals, utilities, transportation, education,
logistics, government and community service organisations.
Riskwest’s courses are developed for those who are responsible for leading or
participating in implementing their organisation’s risk management and business
continuity initiatives and programmemes. Courses are scheduled and delivered
periodically on a public basis, or they may be customised and delivered in-house.

Riskwest is a Licensed Training Partner of the Business Continuity
Institute. BCI is recognised as the world leader in the field of business
continuity management through the development of proven and reliable
methodologies that enable an organisation to exercise and maintain an
effective business continuity programmeme.

We are also an authorised training partner for the International
Consortium for Organisational Resilience. ICOR is an international nonprofit education and credentialing organisation that provides professional
development, certification, thought leadership, career pathing and the
latest research and industry trends in organisational resilience.
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RISKWEST COURSE OFFERINGS

Fundamentals of Risk Management
The objective of this workshop is to provide participants with a theoretical
and practical understanding of the framework, principles and process which
translates into effective Risk Management.

KEY TOPICS

✓✓
✓✓

How risk management can assist organisations
to achieve their objectives

The types of risk exposure typically faced by
an organisation

✓✓

Application of AS ISO 31000:2018
and risk management principles,
framework and process

✓✓

Applying the skills to identify, assess and treat
risk and opportunity effectively

✓✓

How risk management should be organised and
the relationship with boards, audit and other
business functions

✓✓

Using risk information effectively

✓✓

The importance of culture, communication and
instilling the right behaviours in an effective risk
management structure

WHO SHOULD ATTEND
RISK MANAGERS/COORDINATORS
THOSE LOOKING TO INCREASE THEIR
LEVEL OF KNOWLEDGE IN RISK
MANAGEMENT
EXECUTIVES WHO HAVE OVERSIGHT
RESPONSIBILITY FOR THIS AREA

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of
underpinning risk management
framework, principles and process
Be able to apply the framework,
principles and process within the
context and framework of their
own organisation
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RISKWEST COURSE OFFERINGS

Contracts and Insurable Risks
The objective of this workshop is to provide participants with an understanding of
common contract and insurable risks, including the losses associated with those
exposures. The workshop considers the use of risk management to control exposures,
consider common coverage issues and inform key insurance covers.

KEY TOPICS

✓✓

Common types of contract and insurable risk

✓✓

Key challenges and ongoing issues with
contracts and insurance

✓✓

Insurable risk analysis and profiling to establish
‘Maximum Possible & Probable Losses’

✓✓

Understanding associated contract risk losses
and the relevant insurances policies to hold

✓✓

Decision making and risk assignment in
contracts

✓✓

Specifying insurance requirements, and the use
of indemnity and insurance clauses

✓✓

Common legal and insurance clauses

WHO SHOULD ATTEND
RISK MANAGERS/COORDINATORS
LOOKING TO UNDERTAKE RISK
ASSESSMENT OF CONTRACT AND
INSURABLE RISK EXPOSURES
THOSE LOOKING TO INCREASE THEIR
GENERAL LEVEL OF KNOWLEDGE IN
CONTRACTS AND INSURABLE RISK
EXECUTIVES WHO HAVE OVERSIGHT
RESPONSIBILITY FOR THIS AREA

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of
contract and insurable risk
management
Be able to apply those risk
management processes within
the context and framework of
their own organisation
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RISKWEST COURSE OFFERINGS

Managing Fraud, Corruption
and Misconduct Risks
The objective of this workshop is to provide participants with an understanding of
what constitutes fraud, corruption and misconduct; and how to identify and manage
those risks.

KEY TOPICS

✓✓

What constitutes fraud, corruption and
misconduct - definitions & terminology

✓✓

Understanding the psychology of fraud

✓✓

How to identify and assess fraud, corruption
and misconduct risks within your own business
activities

✓✓

Understanding the control processes, including
examples and case studies

✓✓

Roles and responsibilities in managing fraud,
corruption and misconduct risks

WHO SHOULD ATTEND
MANAGERS AND EXECUTIVE WHO
HAVE A DIRECT RESPONSIBILITY FOR
CONTROLLING FRAUD, CORRUPTION
AND MISCONDUCT IN THEIR OWN
BUSINESS AREAS
EXECUTIVE, AUDIT AND RISK
MANAGERS WHO HAVE AN OVERSIGHT
ROLE IN RELATION TO FRAUD
PREVENTION
THOSE LOOKING TO INCREASE THEIR
GENERAL LEVEL OF KNOWLEDGE
IN RELATION TO THE MANAGEMENT
OF FRAUD, CORRUPTION AND
MISCONDUCT RISKS

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of what
constitutes fraud, corruption and
misconduct
Be able to apply risk
management, within the context
and framework of their own
organisation, to prevent, detect
and respond to issues of fraud,
corruption and misconduct
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RISKWEST COURSE OFFERINGS

Project Risk Management
The objective of this workshop is to provide participants with an understanding of project
governance, the project lifecycle and how to effectively address uncertainties in a way that
maximises opportunities and minimises adverse impacts on project objectives. This course
applies to a range of projects including infrastructure delivery, business transformation, ICT,
research and development, and service delivery.

KEY TOPICS

✓✓

Project characteristics

✓✓

Integrating risk management into project
planning, delivery and control

✓✓

Understanding the project context

✓✓

Risk appetite and the triple constraints

✓✓

Exercises in identifying and assessing
project risks

✓✓

Using risk information

✓✓

The role of project governance in risk-based
decision-making

✓✓

Understanding why projects fail

WHO SHOULD ATTEND
This course is designed for those who
need to understand the principles and
practices of managing risks in a project:
PROJECT DIRECTORS AND SPONSORS
WHO HAVE A DIRECT ACCOUNTABILITY
FOR AND OVERSIGHT OF THE
SUCCESSFUL DELIVERY OF A PROJECT
OR PROGRAMME
PROJECT MANAGERS AND
PROJECT TEAM LEADERS WHO ARE
RESPONSIBLE FOR THE DAY TO DAY
MANAGEMENT OF THE PROJECT

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of project
governance, the lifecycle and how
to effectively integrate project
risk management in a way that
maximises opportunities and
minimises adverse impacts on
project objectives
Be able to apply risk management
in the context and framework of
their own projects
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RISKWEST COURSE OFFERINGS

Procurement Risk
The objective of this workshop is to provide participants with an understanding of
common procurement risks, including those risks within the procurement process itself
and the risks within the services/activities being procured, and the application of risk
management to support successful outcomes.

KEY TOPICS

✓✓

Common types of procurement risk

✓✓

Key challenges and ongoing issues within
procurement, and the procurement process

✓✓

Using procurement risk management to identify
and inform risk

✓✓

Procurement risk analysis and profiling - tools
and resources available to assist in the risk
management process

✓✓

Active management of risk throughout the
procurement cycle (from planning to contract
formation and management)

✓✓

Decision making and risk assignment in
procurements

WHO SHOULD ATTEND
RISK MANAGERS/COORDINATORS
LOOKING TO UNDERTAKE RISK
ASSESSMENT OF PROCUREMENT RISK
EXPOSURES
THOSE LOOKING TO INCREASE THEIR
GENERAL LEVEL OF KNOWLEDGE IN
PROCUREMENT RISK
PROCUREMENT MANAGERS AND
EXECUTIVES WHO HAVE OVERSIGHT
RESPONSIBILITY FOR THIS AREA

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of the
common types of procurement
risk
Be able to describe the
losses associated with those
procurement risk exposures
Understand the successful
application of procurement risk
management to control relevant
exposures
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RISKWEST COURSE OFFERINGS

Strategic Risk Management
The objective of this workshop is to provide participants with an
understanding of strategic risk thinking and how it informs
strategic planning and management.

KEY TOPICS

✓✓

Explanation of what constitutes strategic risk

✓✓

The responsibility for strategic risks within
organisations

✓✓

Common issues and challenges in integrating
strategic risk thinking into strategic planning

✓✓

Executive and Board oversight of strategic risks

✓✓

Alignment of strategic risks with the realisation
of enterprise growth & opportunities

✓✓

The importance of corporate risk culture

✓✓

Risk appetite and tolerance

✓✓

The alignment of risk within strategic and
operational plans

WHO SHOULD ATTEND
This course is designed for Board
Members, Executives, Senior Managers
and Risk Managers who are involved in:
SETTING THE ORGANISATION’S
STRATEGIC DIRECTION
DELIVERING ON THE ORGANISATION’S
STRATEGIC GOALS AND OBJECTIVES
MEASURING THE ORGANISATION’S
PERFORMANCE AND ACHIEVEMENT OF
ITS GOALS AND OBJECTIVES

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of
strategic risk thinking
Be able to identify, analyse,
assess and treat risks within the
context of organisational goals,
objectives and strategic plans
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RISKWEST COURSE OFFERINGS

Event Risk Management
The objective of this workshop is to provide participants with a practical
understanding of how to effectively identify, evaluate, assess and treat event risk.

KEY TOPICS

WHO SHOULD ATTEND

✓✓

Using risk management to deliver a
successful event

EVENT HOLDERS LOOKING TO
UNDERTAKE EVENT PLANNING AND
DELIVERY

✓✓

The effective identification, evaluation,
assessment and treatment of event risk

GOVERNMENT AND COMMERCIAL
EVENT SPONSORS

✓✓

Monitoring and reviewing your approach
through the event phases

✓✓

✓✓

✓✓

Communicating and consulting with relevant
stakeholders—including your sponsors and
brokers/insurers
The importance of the mantras ‘you can’t
manage what you don’t measure’ and ‘if it’s
not documented it’s not done’
An update on recent, relevant significant
event-related incidents

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of the
common types of event risk
Be able to identify, evaluate and
assess risk in an ‘event’ context
Be clear on the successful control
and management of event risk
Be able to construct a ‘Risk
Management Plan’ relevant to
their event
Receive a series of practical
templates, advice and information
resources to assist in ongoing
event planning and delivery
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RISKWEST COURSE OFFERINGS

Fundamentals of Business
Continuity Management
The objective of this workshop is to provide participants with a practical
understanding of the key principles of Business Continuity Management (BCM),
BCM systems and processes and how these translate into effective implementation
of a BCM programmeme.

KEY TOPICS

WHO SHOULD ATTEND

✓✓

Understanding business disruption risks and the
impacts on organisations

EXECUTIVES, AUDIT AND RISK
MANAGERS WHO HAVE OVERSIGHT
RESPONSIBILITY FOR BCM

✓✓

The relationship of BCM to emergency
management, risk management and
organisational resilience

BUSINESS LINES BCM COORDINATORS

✓✓

An overview of Australian and international
standards and how they guide implementation
of BCM

✓✓

The BCM lifecycle
ff BCM policy and programmeme management

THOSE WHO NEED AN INTRODUCTION
TO BCM SO THAT THEY CAN GET A
PROGRAMME UNDERWAY AND TO
DEAL MORE EFFECTIVELY WITH BCM
COMPLIANCE ISSUES, DECISIONS ON
FUTURE BCM REQUIREMENTS
AND BUDGETS

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:

ff Conducting business impact analysis and risk
assessments
ff Identifying business continuity requirements and
strategies
ff Developing the business continuity response plans
ff Exercising and testing the plans
ff Training, reviewing and maintaining the plans

Have an understanding of the
fundamental principles of BCM
and why it is important
Be able to apply the BCM lifecycle
within the context and framework
of their own organisations to
manage business disruption risks

ALERT + INFORM + ENABLE

RISKWEST COURSE OFFERINGS

Exercising and Testing
Business Continuity Plans
The purpose of this course is to provide participants the knowledge, tools and
techniques for conducting effective exercises and tests to validate and rehearse
business continuity and crisis management plans.

KEY TOPICS

✓✓

Principles of exercising and testing

✓✓

Exercising and testing methodologies,
tools and techniques
ff Desk check
ff Walkthrough
ff Tabletop

WHO SHOULD ATTEND
THOSE WHO ARE RESPONSIBLE
PLANNING, MANAGING AND
DELIVERING EXERCISES AND TESTS
EXECUTIVE, AUDIT AND RISK
MANAGERS WHO HAVE AN OVERSIGHT
ROLE IN RELATION TO BUSINESS
CONTINUITY AND CRISIS MANAGEMENT
BUSINESS LINES BCM COORDINATORS

ff Simulation
ff Live

✓✓

Before, during and after
ff Developing the exercise / test plan
ff Defining roles and responsibilities
ff Determining objectives and performance measures
ff Facilitating and evaluating the exercise / test
ff Debrief and reporting

✓✓

Developing exercise and testing roadmap /
multi-year programmeme

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of the
need and fundamental principles
of exercising and testing business
continuity and crisis management
plans
Be able to apply different
exercising and testing
methodologies, tools and
techniques
Have the knowledge to develop,
manage and implement an
effective exercising and testing
roadmap
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ICOR COURSES

Implementing ISO 22301
Training Course and Certification Exam
This 3-day Implementing ISO 22301 course is
designed to expose the participant to all aspects
of a BCM programmeme and to be a solid “how
to” guide for building a business continuity
programme for all types of organisations.
Student activities are included throughout the course and are designed as knowledge
checks to reinforce lesson materials and to provide attendees with hands-on activities
that will enable them to become familiar with and apply these principles in their jobs.
Included in the course materials are case studies, multi-media, small group activities,
games, and takeaways such as sample policies, a BIA/Risk Assessment tool, case
study, Open for Business Toolkit, multi-media, templates that meet ISO 22301
requirements, and more. Also includes content from ISO 22313, 22317, 22318, 22320,
22398, and 31000.

KEY TOPICS
✓✓ Leadership & Governance
ff The BCMS—Purpose & Value
ff Leadership Commitment
ff The BCM Policy
ff Roles, Responsibilities, &
Authorities

✓✓ Planning & Programme
Management
ff Project Management
ff Setting the Scope & Objectives
ff Managing Change
ff Documentation

✓✓ The Business Impact Analysis
ff Purpose & Types
ff Methodology
ff Analysis
ff Reporting / Communicating

✓✓ The Risk Assessment
ff Purpose & Types
ff Methodology
ff Analysis
ff Reporting / Communication

✓✓ Determining & Documenting
the Strategy
ff Protecting Prioritised Activities
ff Determining Resource
Requirements

WHO SHOULD ATTEND
THOSE NEW OR CURRENT
PROFESSIONALS INTERESTED IN
EITHER DEVELOPING A CAREER IN BCM,
SEEKING CERTIFICATION, OR FOR THOSE
PROFESSIONALS RESPONSIBLE FOR
DEVELOPING A BCM PROGRAMMEME
FOR THEIR ORGANISATION.

CREDENTIALS
The ISO 22301 Lead Implementer
certification exam is included in
the course. Certificates of learning
are issued upon completion of
the exam for each competency
area. Exams are a combination of
multiple choice and short-answer
problem solving. To earn the
certification requires a score of
75% or higher in each competency
area. 2.1 CEUs

ff Documenting the Strategy

✓✓ Implementing the Procedures
ff Documentation Requirements
ff Incident Response Structure
ff Communication Procedures
ff Business Continuity & Recovery
Procedures

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have a detailed understanding of
the requirements of ISO 22301

✓✓ Checking the Procedures
ff Awareness Needs
ff Competency Requirements
ff Exercise Programme

✓✓ Performance Evaluation
ff BCM Programme Maintenance
ff Internal Audit & Self-Assessment

Have the knowledge to
implement BCM in the context
and framework of their own
organisation in accordance with
the requirements of ISO 22301

ff Management Review
ff Improvement
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ICOR COURSES

ISO 22301 Lead Auditor
Training Course and
ANSI Accredited Exam

WHO SHOULD ATTEND
EXISTING LEAD AUDITORS, BUSINESS
CONTINUITY PROFESSIONALS,
INFORMATION SYSTEM PROFESSIONALS,
INTERNAL AUDITORS, AND ANYONE
WHO HAS BUSINESS CONTINUITY AS
PART OF THEIR ROLE

ISO 22301 Lead Auditor is a 5-day instructorled course that teaches the principles and
practices of independent auditing of a Business
Continuity Management System (BCMS) and guides the
student through the audit process using a balance of
formal instruction and practical case study activities.
The course provides students with the skills and knowledge to conduct and lead
effective business continuity management system audits in accordance with the
requirements of ISO 22301: 2012, ISO 19011: 2012, and ISO 17022: 2012 and an in-depth
study of each of these standards as well as ISO 22313: 2012.
The course is constructed around a case study and each activity is applied to the
case study as we move through the course. Course materials include, templates
for “standards” compliance, an auditor questionnaire and toolkit, and templates for
planning an audit and writing the report.

KEY TOPICS
✓✓ Auditing Management Systems
ff Management Systems &
Certification
ff Guidelines for Auditing
Management Systems
ff Creating the Audit Programme
ff Managing the Audit Process

✓✓ Leadership & Governance
ff Introduction to BCM
ff Leadership and Governance
ff BCMS Planning and Support

✓✓ Developing Strategies to
Mitigate Risk and Continue
Operations
ff The Business Imapct Analysis
ff The Risk Management Process
ff Determining Strategies of Business
Continuity

✓✓ BCM Programme
Implementation
ff Plan Design and Programme
Structure
ff Incident Response, Management,
and Communication Plans and
Procedures
ff Business Continuity & Recovery
Plans and Procedures

✓✓ BCM Programme Validation
ff Exercising & Testing
ff Programme Maintenance,
Improvement, and Audit
ff Writing the Audit Report

THOSE WITH AUDITING EXPERIENCE
WHO ARE INTERESTED IN ADDING THE
AUDITING OF BCMS TO THEIR AUDIT
CAPABILITIES FOR CONDUCTING
INTERNAL AND/OR EXTERNAL AUDITS
BCM PROFESSIONALS WHO WISH TO
ADD AUDITING COMPETENCE TO THEIR
SKILL SETS.

CREDENTIALS
The ISO 22301 Lead Auditor course
is accredited by the American
National Standards Institute (ANSI).
Upon completion of the course and
passing the exam with a rate of 80%
or higher, attendees will earn an ANSI
Accredited certificate as an ISO 22301
Lead Auditor. 3.5 CEUs / 35 credit
hours. In addition, the ISO 22301 Lead
Auditor exam is accredited by PECB
and can be used as evidence to pursue
certification as an auditor once you
have completed the required number
of audit hours. 2.1 CEUs

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of the
principles and key practices of
a BCMS, and requirements for
auditing a BCMS
Have an understanding of the
essential elements of ISO 22301,
ISO 22313, ISO 19011 and ISO 17022
Have the knowledge to lead,
plan, manage and execute an
independent audit of a BCMS in
accordance with the requirements
of ISO 22301
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ICOR COURSES

ISO 22301 Assessor
ISO 22301 Assessor is offered as a 2-day instructor led
course. Using a case study approach and the ISO 22301
Maturity Model Assessment tool, participants learn how to
conduct a self-assessment of an organisation’s Business
Continuity Management System (BCMS).
The focus of the course is on the requirements of ISO 22301 and how these
requirements are implemented in a BCMS. Using the ISO 22301 Maturity Model as a
tool for measuring alignment to ISO 22301, attendees receive a FREE electronic copy
of the self -assessment tool as part of the course fee.
Learn how to align your BCM programme to the requirements of ISO 22301. Gain an
understanding of the key practices of a BCMS for organisations of all sizes and the
essential elements of ISO 22301 and 22313.

KEY TOPICS

✓✓

Part 1: The Role of the Self-Assessment

✓✓

Part 2: Requirements for a BCMS

✓✓

Part 3: Analysing BCMS Needs & Expectations

✓✓

Part 4: Documenting Procedures

✓✓

Part 5: Exercise Requirements

✓✓

Part 6: Performance Evaluation

WHO SHOULD ATTEND
THOSE WITH BCM PROGRAMMEME
EXPERIENCE AND INTERNAL AUDITORS
WHO WANT TO KNOW HOW THEIR BCM
PROGRAMMEMES ALIGN WITH ISO 22301
AND /OR ARE LOOKING FOR A WAY
TO MEASURE THEIR ORGANISATION’S
CURRENT CAPABILITIES AND IDENTIFY
OPPORTUNITIES FOR IMPROVEMENT
BCM PRACTITIONERS IN ORGANISATIONS
THAT ARE NOT READY FOR A FORMAL
THIRD-PARTY CERTIFICATION BUT
READY TO SELF-DECLARE CONFORMITY
TO ISO 22301.

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of the key
practices of a BCM programmeme
for organisations of all sizes
Be knowledgeable of the
essential elements of ISO 22301
and ISO 22313
Be able to apply the ISO 22301
Maturity Model Assessment tool
to carry out a self-assessment of
a BCMS
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ICOR COURSES

Crisis Communication Planner
(WITH ANSI ACCREDITED EXAM)
Understanding the elements of communicating
during a crisis or incident is an essential planning
component for every organisation. This course
provides valuable information on how to protect an
organisation’s reputation, the role of the spokesperson(s),
message development, how to write the communications
plan, and includes a crisis communication plan template.
An organisation in crisis faces many grave threats. Employees can be in physical
danger. Buildings can fall. Customers can be lost. But the most serious threat is and
always will be the threat to the organisation’s most important asset – its reputation.
To protect the organisation from reputational threats requires careful, thoughtful,
detailed planning and a methodology for inculcating a culture of organisational crisis
preparedness. In this two-day course, you will learn how to prepare the organisation
for inevitable threats to reputation, execute the crisis communications plan, then, when
the crisis has passed, assess and do what must be done before the next threats occur.

WHO SHOULD ATTEND
THOSE WHO WORK IN PUBLIC
RELATIONS, COMMUNICATIONS, AND
THOSE RESPONSIBLE FOR PLANNING
COMMUNICATIONS BEFORE, DURING,
AND AFTER AN INCIDENT.

UPON COMPLETION OF THIS
COURSE, PARTICIPANTS WILL:
Have an understanding of
the key elements of effective
communication during a crisis
Be able to apply sound principles
to develop and implement a
practical crisis communication
plan in the context and framework
of their own organisations

KEY TOPICS
✓✓ Reputation

✓✓ The Crisis Communications Team

✓✓ The Spokesperson’s Role in a Crisis

✓✓ Writing the Crisis Communications Plan

The concept of reputation and its vulnerabilities is essential
to crisis communications planning. We’ll examine the value
of preserving an organisation’s reputation then examine how
reputations are strengthened and weakened.

The spokesperson is the person who runs into the “burning
building” as everyone else is running out. To manage that person,
you must first understand the importance of media training for a
spokesperson as you learn the attributes of a spokesperson.

✓✓ Message Development

Developing the right message for the right audience at the right
time is as much an art as a science. We’ll prepare you for the
science part. In the practical exercises, you’ll develop the art.
You’ll learn how to construct strong, common-sense, provable
messages that you can deliver and defend.

The Crisis Communications Team executes the plan, but the
members are often unwilling, untrained or otherwise unprepared
to accomplish their vital tasks. We’ll discuss the membership of
the team and the individual roles of each member.

We’ll list the essential elements that should be included in a crisis
communications plan and show you the specific questions you
must ask and documents you must examine to construct a plan.
We will identify in great detail what to do and what to avoid
when responding to a crisis event. Last, we will discuss how to
assess communications performance before, during and after a
communications crisis.

✓✓ Takeaways

Students will take away a detailed, first-rate, fill-in-the-blanks
crisis communications plan and the knowledge to fill in the
blanks. They will also be given a detailed checklist for evaluating
communications performance in a crisis.
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BCI COURSES

CBCI Certification Course
Based on Good Practice Guidelines (2018)
This course offers a solid description of the methods,
techniques and approaches used by business continuity
(BC) professionals worldwide to develop, implement
and maintain an effective Business Continuity
Management (BCM) programme.
This Course is based on the BCI Good Practice Guidelines (GPG), the independent
body of knowledge for good business continuity (BC) practice.
The course takes you through the complete BCM Lifecycle step by step, and provides
practical insights into all aspects pertaining to the development, implementation and
management of a BCM programme within an organisation through the instructor’s
use of case studies and real-life examples. The subject matter addresses the six
Professional Practices (PPs) at Management and Technical Level that make up the
BCM Lifecycle, including:

✓✓ Module One

Policy and
Programmeme
Management (PP1)

✓✓ Module Two

✓✓ Module Three
Analysis (PP3)

✓✓ Module Four
Design (PP4)

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND
RESILIENCE PROFESSIONALS WORKING
IN ORGANISATIONS OF ANY TYPE AND
SIZE, IN ANY INDUSTRY OR SECTOR
WORLDWIDE.
INDIVIDUALS WITH A FULL TIME OR
PART TIME ROLE OR RESPONSIBILITY
THAT REQUIRES AN UNDERSTANDING
OF BUSINESS CONTINUITY.
INDIVIDUALS WHO WANT TO TAKE
THE CERTIFICATE OF THE BUSINESS
CONTINUITY INSTITUTE (CBCI)
EXAMINATION.

✓✓ Module Five

Implementation (PP5)

✓✓ Module Six

Validation (PP6)

Embedding (PP2)

COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

✓✓ Teach you not just the ‘what’ to do, but also the ‘why’, ‘how’ and ‘when’
of good BC practice

COURSE DELIVERY
This BCI training course is
delivered as a three to five-day
course, classroom based, by the
BCI’s global network of licensed
Training Partners and Approved
BCI Instructors and online by
Buckinghamshire New University
over a period of 8 weeks.

✓✓ Equip you with the knowledge and understanding you require to be able
to practice BC
✓✓ To provide an accepted benchmark against which the technical and
professional competency of BC professionals can be effectively
measured and examined
✓✓ Provide practical insights to good BC practice and expertise by learning
from some of the best BC professionals in the industry
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BCI COURSES

Introduction to
Business Continuity
This course is an introduction to the world of
business continuity (BC). It is designed as a first
step for newcomers to the subject of BC and
forthose for whom BC may be a part of their
role or responsibilities who need to have a good
understanding of the subject.

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND RESILIENCE
NEWCOMERS LOOKING FOR A SOLID
FOUNDATION TO THEIR LEARNING
IN THE SUBJECT OF BUSINESS
CONTINUITY.

This course provides the new professional with the basic knowledge and
understanding of the building blocks required for developing or maintaining a robust
Business Continuity Management (BCM) programme and gives those individuals with a
BC related role or responsibility an introduction to the discipline.
This course is based on the BCI Good Practice Guidelines and reflects the current global
thinking from ISO 22301.

INDIVIDUALS WITH A FULL TIME OR
PART TIME ROLE OR RESPONSIBILITY
THAT REQUIRES AN UNDERSTANDING
OF BUSINESS CONTINUITY AND FOR
INDIVIDUALS NOT YET READY TO TAKE
THE CERTIFICATE OF THE BUSINESS
CONTINUITY INSTITUTE (CBCI)
TRAINING AND EXAMINATION.

COURSE DELIVERY

COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

✓✓ Introduce the BCM programme
✓✓ Describe the BCM Lifecycle

This BCI training course is
delivered as a two-day course,
classroom based, by the BCI’s
global network of licensed
Training Partners and Approved
BCI Instructors.

✓✓ Explain the importance of the 6 Professional Practices described in the GPG

CERTIFICATE OF ATTENDANCE
All students will receive an official
certificate of attendance directly
from the BCI.
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BCI COURSES

Embedding
Business Continuity
This course is designed to introduce students to
the art of designing and implementing effective
embedding activities as a key part of the Business
Continuity Management (BCM) Lifecycle. It provides
a practical approach to the complexities of working
with a broad range of stakeholders.
A successful BCM programme is not simply a collection of validated documents.
Documents are only half the story, the other half is the creation of capable
individuals who can utilize plans and resources by putting them into practice to build
organisational resilience. Successfully embedding business continuity requires a
collaborative approach across the organisation.
This course is based on the BCI Good Practice Guidelines.

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND
RESILIENCE PROFESSIONALS WHO ARE
REQUIRED TO DESIGN AND IMPLEMENT
A BUSINESS CONTINUITY EMBEDDING
PROGRAMME.
IT IS RECOMMENDED THAT STUDENTS
HAVE A MINIMUM OF A CBCI OR
EQUIVALENT CREDENTIAL WITH
EXPERIENCE WORKING IN AN
ORGANISATION IN A CONTINUITY AND
RESILIENCE RELATED ROLE.

COURSE DELIVERY

COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

✓✓ Provide an overview of the essential elements of embedding business
continuity as part of the BCM Lifecycle
✓✓ To engage in workshop discussions about organisational culture,
competencies and managing a training and awareness programme

This BCI training course is
delivered as a one-day course,
classroom based, by the BCI’s
global network of licensed
Training Partners and Approved
BCI Instructors.

CERTIFICATE OF ATTENDANCE

✓✓ To offer examples of ways forward to effectively embed business continuity
that exploits opportunities and minimizes risks

All students will receive an official
certificate of attendance directly
from the BCI.
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BCI COURSES

Introduction to
Organisational Resilience
This course is designed to introduce the concept of
organisational resilience and to provide students with a
practical approach to build on the foundation of their existing
skills and knowledge to develop and enhance resilience
capabilities for their organisations.
Business continuity principles and practices are essential to building resilience in
organisations. Developing effective resilience capabilities requires a collaborative
approach between established management disciplines.
This course reﬂects on the UK guidance to organisational resilience BS 65000 and
reﬂects the current global thinking at an international level.

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND RESILIENCE
PROFESSIONALS WHO ARE ALREADY
FAMILIAR WITH THE CONCEPTS
OF ENTERPRISE RISK, EMERGENCY
RESPONSE, BUSINESS CONTINUITY,
CRISIS MANAGEMENT AND DISASTER
RECOVERY MANAGEMENT.
IT IS RECOMMENDED THAT STUDENTS
HAVE A MINIMUM OF A CBCI OR
EQUIVALENT CREDENTIAL WITH
EXPERIENCE WORKING IN AN
ORGANISATION IN A CONTINUITY AND
RESILIENCE RELATED ROLE.

COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

✓✓ Provide an overview of organisational resilience
✓✓ To engage in workshop discussions about organisational resilience
✓✓ To offer examples of what works in practice, e.g. building resilience
capabilities

COURSE DELIVERY
This BCI training course is
delivered as a one-day course,
classroom based, by the BCI’s
global network of licensed
Training Partners and Approved
BCI Instructors.

CERTIFICATE OF ATTENDANCE
All students will receive an official
certificate of attendance directly
from the BCI.
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BCI COURSES

Incident Response and
Crisis Management
This course is a comprehensive learning opportunity
covering all aspects of developing and implementing
an incident response structure and crisis management
capability. It begins with learning how to build an incident
response structure, as introduced in the Design stage of the
Business Continuity Management (BCM) Lifecycle, and goes
beyond incident management into learning how to build a
crisis management capability in an organisation.
This course provides the business continuity and resilience professional with the
opportunity to gain a deeper knowledge and understanding of this subject as well
as the opportunity to apply this knowledge in the classroom using a case study and
an exercise.
The course is broken down into modules exploring the concepts and principles of
incident and crisis management and what tools and techniques can be applied when
anticipating and assessing incidents. It also looks at the key activities, roles and
responsibilities required for effective incident and crisis management.
This course is based on the BCI Good Practice Guidelines and reflects the current
global thinking from ISO 22301 and BS 11200.

COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

✓✓ Understand the principles, strategies and techniques for incident
response and crisis management
✓✓ Develop the knowledge and skills necessary for implementing an
effective structure and processes for responding to, and managing,
incidents and crises

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND RESILIENCE
PROFESSIONALS WHO REQUIRE
IN-DEPTH KNOWLEDGE AND AN
UNDERSTANDING OF HOW TO BUILD AN
INCIDENT AND CRISIS MANAGEMENT
CAPABILITY IN AN ORGANISATION.
IT IS RECOMMENDED THAT STUDENTS
HAVE A MINIMUM OF A CBCI OR
EQUIVALENT CREDENTIAL WITH
EXPERIENCE WORKING IN AN
ORGANISATION IN A CONTINUITY AND
RESILIENCE RELATED ROLE.
	
This course is not a crisis leadership or crisis
communications training course but is designed for those
with responsibilities for developing and implementing
incident and crisis management plans and procedures, and
who may have an active role in a crisis management team.

COURSE DELIVERY
This BCI training course is
delivered as a two-day course,
classroom based, by the BCI’s
global network of licensed
Training Partners and Approved
BCI Instructors.

CERTIFICATE OF ATTENDANCE
All students will receive an official
certificate of attendance directly
from the BCI.
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BCI COURSES

Designing Business
Continuity Solutions
This one-day learning experience will cover how to design
appropriate business continuity (BC) solutions, determine
recovery objectives and prepare for the Implementation
stage of the Business Continuity Management (BCM)
Lifecycle, as well as designing an effective incident
response structure.
This course provides the business continuity and resilience professional with the
opportunity to gain a deeper understanding of the Design stage of the BCM Lifecycle.
The Design stage builds on the outcomes from the Analysis stage.
During this course students will use a case study and take part in group discussions
and exercises.
This course is based on the BCI Good Practice Guidelines.

BUSINESS CONTINUITY AND
RESILIENCE PROFESSIONALS WHO
REQUIRE IN-DEPTH KNOWLEDGE
AND AN UNDERSTANDING OF HOW
TO DESIGN BUSINESS CONTINUITY
SOLUTIONS APPROPRIATE FOR THEIR
ORGANISATION.
IT IS RECOMMENDED THAT STUDENTS
HAVE A MINIMUM OF A CBCI OR
EQUIVALENT CREDENTIAL WITH
EXPERIENCE WORKING IN AN
ORGANISATION IN A CONTINUITY AND
RESILIENCE RELATED ROLE.

COURSE DELIVERY

COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

✓✓ Understand and explore the options for designing business continuity
solutions
✓✓ Set recovery point objectives and recovery time objectives

WHO SHOULD ATTEND

This BCI training course is
delivered as a one-day course,
classroom based, by the BCI’s
global network of licensed
Training Partners and Approved
BCI Instructors.

✓✓ Prepare for the Implementation stage of the BCM Lifecycle
✓✓ Design an effective incident response structure

CERTIFICATE OF ATTENDANCE
All students will receive an official
certificate of attendance directly
from the BCI.
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BCI COURSES

Business Impact Analysis
This course provides an in-depth look into the Analysis
stage of the Business Continuity Management (BCM)
Lifecycle. It provides the business continuity and resilience
professional with the opportunity to gain a deeper
knowledge and understanding of this key skill area.
The course is broken down into modules, exploring the concept of Business Impact
Analysis as well as the practical application using a number of different case studies.
Students have the option of using their own organisation as a case study.
This course is based on the BCI Good Practice Guidelines and reflects the current
global thinking from ISO 22301 and ISO 22317.

COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

✓✓ Understand the Business Impact Analysis (BIA) process
✓✓ Understand how to structure the BIA process
✓✓ Apply the methods available to conduct a BIA
✓✓ Utilise the information from the BIA to design the most appropriate
business continuity recovery strategies

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND
RESILIENCE PROFESSIONALS WHO
REQUIRE IN-DEPTH KNOWLEDGE AND
AN UNDERSTANDING OF HOW TO
CARRY OUT A BIA AT ALL LEVELS OF
AN ORGANISATION.
IT IS RECOMMENDED THAT STUDENTS
HAVE A MINIMUM OF A CBCI OR
EQUIVALENT CREDENTIAL WITH
EXPERIENCE WORKING IN AN
ORGANISATION IN A CONTINUITY AND
RESILIENCE RELATED ROLE.

COURSE DELIVERY
This BCI training course is
delivered as a one or a two-day
course, classroom based, by the
BCI’s global network of licensed
Training Partners and Approved
BCI Instructors.
The one and two-day versions
cover all aspects of the BIA
process, whilst the two day
option provides the students with
an additional opportunity to use
their own organisation as a case
study in the practical exercises.

CERTIFICATE OF ATTENDANCE
All students will receive an official
certificate of attendance directly
from the BCI.
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BCI COURSES

Developing and Managing
The Business Continuity Plan
This course will cover how to develop business continuity
(BC) plans, about invocation and action plans, and how to
make the business continuity plan operational. The activity
in this training course leads into the Validation stage of the
Business Continuity Management (BCM) Lifecycle.
This course provides the business continuity and resilience professional with the
opportunity to gain more in depth knowledge of the Implementation stage of the BCM
Lifecycle. The Implementation stage is where the business continuity plan is developed,
managed and implemented as a key element of the overall BCM programme.
During this course students will be using a case study and taking part in group
discussions and exercises.
This course is based on the BCI Good Practice Guidelines and reflects the current
global thinking from ISO 22301.

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND RESILIENCE
PROFESSIONALS WHO REQUIRE
IN-DEPTH KNOWLEDGE AND AN
UNDERSTANDING OF HOW TO DEVELOP,
MANAGE AND IMPLEMENT BUSINESS
CONTINUITY PLANS APPROPRIATE FOR
THEIR ORGANISATION.
IT IS RECOMMENDED THAT STUDENTS
HAVE A MINIMUM OF A CBCI OR
EQUIVALENT CREDENTIAL WITH
EXPERIENCE WORKING IN AN
ORGANISATION IN A CONTINUITY AND
RESILIENCE RELATED ROLE.

COURSE DELIVERY
COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

✓✓ Develop business continuity plans
✓✓ Determine how and when to invoke the plans
✓✓ Create action plans and checklists
✓✓ Manage the business continuity plans

This BCI training course is
delivered as a one-day course,
classroom based, by the BCI’s
global network of licensed
Training Partners and Approved
BCI Instructors.

CERTIFICATE OF ATTENDANCE
All students will receive an official
certificate of attendance directly
from the BCI.
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BCI COURSES

Designing and Delivering
Effective Exercises
This course provides the business continuity and resilience
professional with the knowledge of how to design and
develop exercises that work.
Designing and delivering effective exercises is a skill to be mastered for any business
continuity and resilience professional. A key part of the Validation stage of the
Business Continuity Management (BCM) Lifecycle, exercising the BCM programme for
some is the most interesting part of the job. It helps us to practice what to do when
things go wrong, and builds confidence and a capability that means the organisation
can more effectively respond, recover, take opportunities, and learn from a disruption.
Exercises are the best way to test our systems, rehearse our plans, and a chance to
safely prepare our people.
This course is based on the BCI Good Practice Guidelines and reflects the current
global thinking from ISO 22301 and ISO 22398.

COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

✓✓ Select appropriate exercise aims, objectives and formats
✓✓ Develop realistic and engaging scenarios
✓✓ Understand how to resource and coordinate delivery
✓✓ Carry out post exercise evaluations and report lessons learned

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND
RESILIENCE PROFESSIONALS WHO ARE
RESPONSIBLE FOR DEVELOPING AND
DELIVERING EXERCISES.
THIS COURSE IS ALSO SUITABLE FOR
THOSE PROFESSIONALS IN RELATED
DISCIPLINES WHO NEED TO LEARN
HOW TO EFFECTIVELY EXERCISE
PLANS.
IT IS RECOMMENDED THAT STUDENTS
HAVE A MINIMUM OF A CBCI OR
EQUIVALENT CREDENTIAL WITH
EXPERIENCE WORKING IN AN
ORGANISATION IN A CONTINUITY AND
RESILIENCE RELATED ROLE.

COURSE DELIVERY
This BCI training course is
delivered as a one-day course,
classroom based, by the BCI’s
global network of licensed
Training Partners and Approved
BCI Instructors.

CERTIFICATE OF ATTENDANCE
All students will receive an official
certificate of attendance directly
from the BCI.
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BCI COURSES

Validating Your
BCM Programme
This course will help students understand how to determine
their organisation’s existing level of Business Continuity
Management (BCM) programme maturity, and to prepare
for, write and execute an assessment or audit.
Validation is a key part of the BCM Lifecycle. The process of validation provides
assurance that your plans and capabilities remain current and fit for purpose and
identifies any areas for revision or improvement.
This course will explore how to develop a comprehensive exercise programme to
ensure that all elements of the BCM Lifecycle are validated.
The course, as well as instruction, will be practical and ‘hands on’ allowing students to
practice the skills and techniques taught.
This course is based on the BCI Good Practice Guidelines and reflects the current
global thinking from ISO 22301 and ISO 22398.

COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

✓✓ Explain the elements which make up validation activities
✓✓ Describe how validation can be carried out on each element of the
BCM Lifecycle
✓✓ Demonstrate an understanding of continuous improvement and be able
to evaluate its implementation
✓✓ Plan an exercise programme

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND
RESILIENCE PROFESSIONALS WHO ARE
RESPONSIBLE FOR VALIDATING BCM
PROGRAMMES.
IT IS RECOMMENDED THAT STUDENTS
HAVE A MINIMUM OF A CBCI OR
EQUIVALENT CREDENTIAL WITH
EXPERIENCE WORKING IN AN
ORGANISATION IN A CONTINUITY AND
RESILIENCE RELATED ROLE.

COURSE DELIVERY
This BCI training course is
delivered as a one-day course,
classroom based, by the BCI’s
global network of licensed
Training Partners and Approved
BCI Instructors.

CERTIFICATE OF ATTENDANCE
All students will receive an official
certificate of attendance directly
from the BCI.

✓✓ Design, prepare and conduct an evaluation of a BCM programme
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BCI COURSES

Supply Chain Resilience
This course is about understanding supply chains, how
they are managed and how to add resilience measures to
them, and therefore, the business. It is about how to engage
with those responsible for procurement and their teams to
embed business continuity and resilience into the business
supply chain.
In the current climate of financial austerity, volatile markets and globalisation, supply
chains are often under complex and global pressure. Suppliers may be located in areas
of the world that suffer considerable threats from severe weather systems and many
logistical problems.
Top Management often has a Chief Procurement Officer (CPO) whose mission is to add
value to the business as part of the business plan. On this course you will learn how to
offer the procurement team the comfort of knowing that the resilience measures you
are proposing, are an investment in resilience and a value for money proposition for
the business, through cost benefit analysis.
Students will learn the terminology used by procurement professionals and how to
influence decisions on awarding contracts to more resilient suppliers to create resilient
supply chains.
This course is based on the BCI Good Practice Guidelines and reflects the current
global thinking from ISO 22301 and ISO /TS 22317 and ISO /TS 22318.

COURSE OBJECTIVES
The objectives of this training course are to provide students with the ability to:

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND
RESILIENCE PROFESSIONALS WHO
ARE RESPONSIBLE FOR THEIR
ORGANISATION’S BCM PROGRAMME
WITH A NEED TO UNDERSTAND
THE IMPORTANCE OF SUPPLY
CHAIN RESILIENCE AND HOW TO
INCORPORATE THIS INTO EVERY DAY
PRACTICE.
IT IS RECOMMENDED THAT STUDENTS
HAVE A MINIMUM OF A CBCI OR
EQUIVALENT CREDENTIAL WITH
EXPERIENCE WORKING IN AN
ORGANISATION IN A CONTINUITY AND
RESILIENCE RELATED ROLE.

COURSE DELIVERY
This BCI training course is
delivered as either a one-day
theory course or a two day theory
and practice course, classroom
based, by the BCI’s global
network of licensed Training
Partners and Approved BCI
Instructors.

✓✓ Understand supply chains and their component parts
✓✓ Develop value for money supply chain resilience solutions

CERTIFICATE OF ATTENDANCE

✓✓ Understand how to engage with staff responsible for awarding more
resilient contracts
✓✓ Create Top Management reports such that the report supports the
concepts of building supply chain resiliencePlan an exercise programme

All students will receive an official
certificate of attendance directly
from the BCI.

✓✓ Design, prepare and conduct an evaluation of a BCM programme
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BCI COURSES

Policy and Programme
Management Training Course
This course covers all aspects of creating and managing
a successful business continuity (BC) policy and a
Business Continuity Management (BCM) programme in an
organisation. This is often the stage of the BCM Lifecycle
where practitioners have to begin in any new role, and is
essential to regularly revisit and review in any existing role.
This course provides the business continuity and resilience professional with
the ability to identify key aspects of a successful policy and develop or revise
one where required. Students will then learn how to use the BC policy to create,
implement and manage the BCM programme as a part of building and improving
organisational resilience.
This course is based on the BCI Good Practice Guidelines and reflects the current
global thinking from ISO 22301.

WHO SHOULD ATTEND
BUSINESS CONTINUITY AND
RESILIENCE PROFESSIONALS WHO
ARE RESPONSIBLE FOR THEIR
ORGANISATION’S BCM PROGRAMME

COURSE DELIVERY
This BCI training course is a one
day course by the BCI’s global
network of licensed Training
Partners and Approved BCI
Instructors.

CERTIFICATE OF ATTENDANCE
All students will receive an official
certificate of attendance directly
from the BCI.
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